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1 Technical specification

The technical specifications define the technical parameters of HW
equipment concerning the server and workstations.




1.1

Technical requirements for the C4 Server
platform

Configuration for small installations:

Minimal processor: 1 GHz processor or faster

Minimal hard disk space: 60 GB

Minimal RAM: 2 GB

Operating system: Windows 7 or Windows 8, 32 or 64-bit (excluding
Starter and Home editions)

Database: MS SQL 2008, MS SQL 2012, MS SQL 2014 (Express edition or
Standard edition)

Configuration for medium-sized installations:

Minimal processor: 2 GHz processor or faster

Minimal hard disk space: 60 GB

Minimal RAM: 4 GB

Operating system: Windows Server 2008, Windows Server 2012, 32 or
64-bit

Database: MS SQL 2008, MS SQL 2012, MS SQL 2014 (Standard edition)

Configuration for larger installations:

Note

Minimal processor: 2 x 2 Ghz 32-bit (x86) or 64-bit (x64)

Minimal hard disk space: 2 x 60 GB in RAID1 configuration

Minimal RAM: 8 GB

Operating system: Windows Server 2008, Windows Server 2012, 32 or
64-bit

Database: MS SQL 2008, MS SQL 2012, MS SQL 2014 (Standard edition)

To use MS SQL Standard edition with C4, at least 3 CAL licenses are required:

* one CAL license for Internet Information Services
* one CAL license for C4 systemservices
¢ at least one CAL license for C4 application user




1.2 Technical requirements for C4 Client PC

Any PC meeting the requirements for running Windows XP Professional SP 2 or
later:

- Minimal processor: Pentium 1.5 Ghz

- Minimal hard disk space: 20 GB

- Minimal RAM: 1 GB

- Additional: Connection available to C4 server

Note

If camera systemvideo is displayed on the C4 client station, hardware
requirements of the camera system for video viewing are to be considered as
well




2

Installation Procedure

C4 Information System s installed on a server. C4 client application
installations are created during this installation.

The entire C4 installation consists of the following actions:
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. Starting the C4 Setup installation menu

. Installation of Internet Information Services (115)
. Installation of the MS SQL Server database

. Installation of C4 Server

. Installation of required drivers

. Installation of client(s)

. License Activation




2.1 Prior to Installation
Be sure to read this installation manual before installation. During the actual
process of installation, you will need:
e C4 system DVD.
¢ Installation DVD of the operating system for the computer
that will serve as the C4 server.

You are advised to collect the following information:
e HW (MAC) address of the network card of the server
e Server IP address

During installation, you will create two systemaccounts that are required for
the services that are part of the C4 application. These services use these
systemaccounts to enable the proper functionality as expected from the
application. Please consult the security policies applicable for your situation
regarding the creation and use of user accounts by the network manager.
The installation requires the use of a windows user with localadministrator
rights.

Approximate installation time:

Internet Information Services (11S): 4 minutes

SQL express: 15 minutes (other editions may also qualify)
C4 server installation: 10 minutes

Drivers: 2 minutes per driver

C4 client installation: 2 minutes




2.2 Installation menu

When you insert the installation DVD to the computer's drive, the C4
installation menu willautomatically appear.

4 Installation

Figure 1 - Splash menu

The installation menu willautomatically start under the following conditions:
1. The Autorun functionality in the operating system must be enabled.
If Autorun is disabled, the installation menu must be run manually by
double-clicking Setup.exe located in the installation DVD root
directory.
2. If Microsoft .Net Framework 4.0 is not yet installed, it will be
installed automatically before the installation menu starts.

The installation menu includes the following options:
® Prerequisites - Installation of prerequisites (1S, MS SQL Server
2008 Express)
* C4lInstallation - Installation of the C4 server
* Manuals - view the available manuals
* Videos - view video manuals (if available)
e Exit - exit the installation




4 Installation

Manual
Driver

Video manuals

Exit

Figure 2 -
Installation menu
options
This documentation describes the procedure of the C4 Server installation,
including the prerequisites for a new computer.




2.3 Installation of prerequisites

As soon as the installation menu successfully starts, install the prerequisites
in the following order:
1. Internet Information Services.
The IIS service is used by the C4 client to communicate with the C4
server.
2. Microsoft SQL Server 2008 Express
MS SQL 2008 installation is a necessary part for installing the C4
system server components. It is used to store C4 system
configuration and to store all information related to devices.
C4 server installation requires an account with SQL Server
administrative access rights.

The installation runs automatically without any user intervention.
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2.4 C4 Server Installation

1. After all prerequisites have been successfully installed, select the C4
Server installation option in the installation menu by clicking C4
Installation.

f Prerequisites

& C4 Installation

£ Video manuals

f Exit

Figure 3 -
Installation menu
options
2. Within the C4 installation windows, continue by clicking Next.

'ﬁl C4 Server 2014 Setup [

Welcome to the C4 Server
2014 Setup Wizard

The Setup Wizard will install C4 Server 2014 on your
computer, Click Next to continue or Cancel to exit the Setup
Wizard.

Cancel

Figure 4 - Setup wizard welcome screen

3. If you agree with the license conditions in the License Agreement,
accept them. Click I accept the terms in the License Agreement and
continue by clicking Next.
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r 5
4] €4 Server 2014 License Agresment S
End-User License Agreement
Please resd the folloning icense agreement carefully ‘

Terms of license of the company GAMANET A. S. i

These terms of license constitute the made
between GAMANET a. s. company having its registered office in
Bratislava, Hattalova 12, 831 03, Slovakia Identification _

(@ 1 accept the terms in the License Agreement

~) I do not accept the terms in the License Agreement

l < Back “ Next > ] { Cancel ]

Figure 5 - End-User License Agreement

4, Select the installation type. Typical installation instals allnecessary C4
server components on the computer.

r 5
5] C4 Server 2014 Setup S
Choose Setup Type
Choose the setup type that best suits your needs ‘

Typical

Installs the most common program features. Recommended for
most users.

Custom

Allows users to choose which program features will be installed
and where they will be installed. Recommended for advanced
users,

Figure 6 - Installation type
Custom installation enables to install C4 system components individually. This
selection should be performed by a person certified to implement the C4

system.

5. Insert the server name with the installed SQL database and click Test
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connection to check C4 system connection to that server.

The preset value for this field is the address of the locally installed MS SQL
Express server. The address is |pc:.\SQLEXPRESS, where |pc: designates a
connection type, . designates a local computer and \SQLEXPRESS designhates
an instance.

51 4 Server 2014 Setup =X

Ready to Install
Specify database connection information ‘

SQLServer:  [lpc:. \SQLEXPRESS
Test Connection

Figure 7 - SQL Connection string

Note:
In case of MS SQL 2008 Standard edition, enter the default instance as lpc:.\
without specifying the instance name.

6. If the connection was successful, a notice appears on the screen.
Continue by clicking OK.
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81 C4 Server 2014 Setup £

Ready to Install
Specify database connection information ‘

14 C4 Server 2014 Setup WI

@ The connection to the SQL server was successfull.

Figure 8 - Succesfull connection to the SQL
database server

7. Leave default values in the User, Password and Web server Name fields
and click Next to continue.

r
4] €4 Server 2014 Setup [
Ready to Install
Spedify user information for IS impersonation and Web Server Name ‘
User: IWam_C4User
Password: EEREIEBRINRRIESI Generate password
Password confirm: sesssessssssnsesnl
Web server name:  |Gemax www, YourServerName.com
[ < Back ][ Next > ] [ Cancel

Figure 9 - Installation settings

8. Leave default values in the User and Password fields.
HW address is the network card number (MAC address) of the computer, on
which the installation was performed. If you want to find your HW address,
the method for doing so is described in Annex 1.
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The following fields contain symbolic names that can be changed after
installation.

® The Installation is the name of the installation

* The Device Manager is the name of the device manager instance.

Enter the data and click Next to continue.

- -
) C4 Server 2014 Setup S
Ready to Install
Specify user informaton for services ‘
User: Casystem

password: Generate password

Password confirm: SEEREREREERERENI

HW Address: 00-0C-29-28-DF 65

Installation name: Gemax
Device Manager name: Gemax DM

[ < Back ][ Mext > l [ Cancel

Figure 10 - Installation settings

9. In the next windows, click Install.
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48 C4 Server 2014 Setup =X

Ready to Install
The Setup Wizard is ready to begin the Complete installation ‘

Click Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

< Back E Cancel

Figure 11 - Ready to install

10.During the installation, it is possible to return to the Installation menu
and view manuals and video.

r N
5] C4 Server 2014 Setup [E=S S

Installing C4 Server 2014 mi

Please wait while the Setup Wizard installs C4 Server 2014, This may take several
minutes,

Status: Configuring SQL Server

<Back Next > Cancel

Figure 12 - Installation progress

11.To end the installation, click Finish.
If Install drivers now is selected, Driver installer willautomatically start
after the server installation has completed. If you want to install client
components to the server, keep the Launch C4 Client box checked. After
finishing the installation, C4 client installation starts automatically. If both
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options are selected, Driver installer starts first and after it has finished,
client application installation willstart automatically.

51 4 Server 2014 Setup S

Completing the C4 Server
2014 Setup Wizard

Click the Finish button to exit the Setup Wizard.

Install drivers now
Launch C4 Client

< Back Cancel

Figure 13 - Installation finished successfully
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2.5 C4 System Driver Installation

Driver installation is a necessary part of C4 systeminstallation. The drivers
are used by the C4 server to communicate with individual devices.

Driver installation methods procedures can be found in C4 Driver Installer
Guide.
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2.6 Installation of Clients

Prior to the installation, Microsoft .NET Framework 4.0 must be installed on
the computer where the client application of C4 will be installed (requires
administrator rights).

Then it is possible to install the C4 client under the account of a normaluser.

1. Open the internet browser.
2. Enter the address you received during server installation into the
address bar. The address is

http://xxx.xxx.Xxx.xxx/c4iis/client

where xxx.xxx.xxx.xxx is the C4 server IP address.

Instead of server |IP address, enter the server name as http://
SERVER_NAME/ c4iis/client

In this case it is necessary to fillin DNS server address in client station
network settings.

3. Awindow appears, which enables the installation of C4 client.
4. Continue to custominstallation by clicking Install.

19



& C4 - Windows Internes Explarer
OOV ] http:/127.0.01/CanS/Clierty - [42] x |[= 8ing 2 |

i Favorites. ‘@ 1

Client

Version:  8.0.0.19608

Publisher: Gamanet a.s.

The following prerequisites are required:

+ .NET Framework 4.0
+ Windows Installer 4.5

Click the button below to install the prerequisites and run the application.
During installation please press Run' or ‘Install button

Install >

Figure 14 - Client installation window

Note:
If nothing happens, try the following actions:
® Check whether the server is accessible from the client computer.
® Check whether the user of the client computer has enabled access
to the server (the user may have denied permissions).

5. If the following window appears, accept another conditions by checking
| have read and accept the license terms and click Install to start the
installation of the package. If multiple windows with conditions to accept
appear, accept them by checking the field and install the package by
clicking Install.

20



.
. Microsoft ReportViewer 2010 Redistributable Satup. o S

‘Welcome to Microsoft ReportViewer 2010 Redistributable Setup _
Please accept the license terms to continue. w

MICROSOFT SOFTWARE LICENSE TERMS o
MICROSOFT REPCORTVIEWER 2010 |
These license terms are an agreement

(AP £r A cdam fav hmand ae

() =)

[W]i have read and accept the license terms,.

Download size estimate: OME
Download time estimates: Dial-Up connection - 0 minutes

Broadband connection - 0 minutes

[] Yes, send information about my setup experiences to Microsoft Corporation.

Far more information, read the Data Collection Policy

Figure 15 - ReportViewer setup

Warning:
It is required for installation to have Administrator rights to enable

installation of system components.

6. After successful system component installation, a window with the option
to launch the C4 client installation appears. Start the installation by
clicking Install.

r .
Application Install - Security Warning ==

Publisher cannot be verified.
Are you sure you want to install this application?

Name:
C4 Client - Gemax

From (Hover over the string below to see the full domain):
192.168.81032

Publisher:
Unknown Publisher

Install J [ Don'tInstall

While applications from the Internet can be useful, they can potentially harm your computer. If
you do not trust the source. do not install this software. More Information...

Figure 16 - Client installation
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Note:

If Internet Explorer is not the default browser, an error message appears
stating that the system cannot launch c4client.application. In that case, you
need to manually start Internet Explorer, enter
http://xxx.xxx.xxx.xxx/c4iis/client/c4client.application

and continue with the client installation according to manual.

7. C4 client parts are installed.

(31%) Installing C4 Client - Gemax = i
Installing C4 Client - Gemax ;f;l',,
h

This may take several minutes, You can use your computer to do other tasks
during the installation. ‘3

j Mame: C4 Client - Gemax

From: 192.168.8.103

Downloading: 7.98 MB of 24.9 MB

Cancel

Figure 17 - Client installation progress

8. After successfulinstallation, a login window appears. Fillin your login
name and password into the respective fields. The system contains one
standard predefined account with a login name and a password:

support/support
Warning:
For security reasons, after finishing the installation you should change the
password for this account.
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-
[H# Login User

(H4

Account

Password :

[] Remember

Cancsl

Figure 18 - Login window
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2.7 License activation

If you performa new systeminstallation, it is necessary to enter a license
key. It contains information about application edition, number of connected
devices, license validity duration and other information.

License management is realized through C4 client.

1. After successful login, the C4 application window appears. Information
about an invalid license is displayed in the bottom right corner of the
window.

[BA ca - Professional [ ) ]
File Edit View Tools Help support [N
> =
= 8 e O s O ek
1.3 Recyde Bn General  Events | Permissions | Access | Extended properties | Persons preser

FE  Somame Support
Neme
Titles

S8 | erthotoncand

Credentials Intemal number
Exemal number
Emal 50
Function s [ )
Valdfrom Valdto
Address
Gy ZIP code
Country .]
Work phone Phone
Fax Cellphene
Note:
ons % 4 ‘%] Modified 17.01.2008 132629~ - Invalid license:

Figure 19 - Client application

You can obtain a license in the formof an activation key fromyour C4 system
provider, based on an order.

Warning:
The order must include the hardware address of the C4 server network card

that has been defined during installation.
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Note:

The license management window can be opened via application menu. In the

Help click License.

2. After obtaining the activation key formyour C4 supplier, click Activate.

3 -
== current

Package
MAC address
Expiration
Version

License status
Installation code
Company
Courtry

Nete

Device types

Standard

00

Unkriown

B C4 - License [E= SR
File View Tools Help support [
e Licensing B

Name

Court.

Curent
count

Figure 20 - License panel

3. Enter the path to the file with the activation key. Click Next.

25




-
[ License Activation

License Activation
choose license file

CAGEMAX.01-01.6_0.Al key lic

[%E

Cancel

Figure 21 - License file path

4. If the verification of the license file is successful, activate the key by
clicking Next.

[ License Activation

5]
Possible to activate the license. mi

Valid activation key.

V| Activate

[ <Back ][ Mets> ][ Cancel |

Figure 22 - License file validity check

5. Finish the license activation by clicking Next.
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[BA License Activation [

Wizard End License
Activation

License successfully activated!

Next >

Figure 23 - Successfull license key activation

6. The license is active immediately after completion of a successful
activation.

In order to use the full functionality of the C4 system, you must restart the

C4 client application.

Note
See the product web page to view the C4 system licensing method.
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3 Annex 1 - Getting the HW Address of the
Network Card

The computer’'s HW address can be found by clicking Run in the Start menu

and typing "cmd".
A window appears. Type ipconfig/alland press Enter. The systemwil display a

list of all HW addresses in the computer.

[l 5 ) |

E¥ Select Administrator: CAWindows\system32\cmd exe

| »

C:~>ipconfig ~all

indows IP Configuration

Host MName : Win7x64
Primary Dns Suffix
Node Type Hybrid
IF Routing Enahled : No
WINS Proxy Enahled : Ne

[Ethernet adapter Local Area Connection:

: Intel<R> PRO,18B@ HT Network Connection
AW-WC-29-FE-2A-56

¥

Yes
feB@::5922:c4c?:4d18:2097x11(Preferred)
192.168.1.102(Preferred>
- 255,255 255,08

Lease Qhtained Friday. March B2, 2812 18:24:38 AM

Lease Expires Saturday. March B3, 2812 12:44:11 PM

Default Gateway . 2 192.168.1.1

DHCP Server . . . : 192.168.1.1 il

Figure 24 - List of the available MAC addresses
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4 Annex 2 - C4 Server Services Overview

The figure displays all parts of a correctly installed C4 server. The
parts arerun as services on the server. These include:
® Message Broker (installation)
® Device Manager (device manager)
® Replication Manager (data import from external
systems).

Eile Action View Help

=l |Hm| > mnw
G Senvices (Local) |[T2) Serviees (Local)

4 Device Manager Name Description  Status  Statup Type  LogOnAs  *
. ActiveX Installer (... Provides Us.. Manual Local Syste... |-

Stop the service £ Adaptive Brightness Monitors a.. Manual Local Service | &

Restart the service

R  Application Experi... Processess.. Stated  Manual Local Syste...
‘i Application Host .. Providesad.. Stated  Automatic  Local Syste..
 Application Identity Determines ... Manual Local Service
£ Application Infor... Facilitates t.. Manual Local Syste...
. Application Layer ... Provides su... Manual Local Service
“ Application Mana... Processesin.. Stated  Manual Local Syste...
 ASP.NET State Ser... Provides su... Manual Network
£ Background Intelli.. Transfersfil.. Stated  Manual Local Syste...
 Base Filtering Engi... TheBaseFil.. Started  Automatic  Local Service
i BitLocker Drive En... BDESVC hos. Manual Local Syste...
' Block Level Backu... The WBENG.. Manual Local Syste...
% Bluetooth Support... The Bluetoo.. Manual Local Service
 BranchCache This service .. Manual Network s...
TR EE T ey
4 C4 Message Broker Started  Automatic  \C4System
i C4 Replication Ma... Manual A\CASystem
 Certificate Propag... Copies user .. Manual Local Syste...

Manual Local Syste... _

; _ B B,

%, Extended /4 Standard

Figure 25 - Server services
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5 Annex 3 - Additional Recommendations
and Information

This annex contains additionalinformation about the functionality of the C4
system.

1. Communication between the C4 Server and the C4 client
The server-client communication is done via Web Services, which
typically uses port 80, or, in case of a secure communication, port
443.
If necessary, the user can set a defined port by Internet Information
Services (lIS) Manager.

2. Restricting the SQL database
The size of the SQL database is restricted to 10 GB when using the
Express edition. In case of larger installations, we recommend
using SQL Standard, that has no restriction on data size (except for
the physical drive limitations).
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